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SecUre iNFormatIon SHaring in federated heterogeneous private clouds 

Ultimate Goal:  provide a secure-by-design federation of individual clouds that 
                       enables the regulated and monitored sharing of cloud services 
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the SUNFISH project



FaaS is a new and innovative cloud federation solution that enables the secure creation and 
management of cloud federations  

Key FaaS functionalities: 
• dynamic federation of clouds and their services with service level & optimal workload  
• advanced, innovative privacy-preserving services enforcing access control and monitoring 
• innovative cloud federation governance supporting trustless coalitions  

A cloud federation solution that can be adopted widely, especially in the public sector, must rely on 
a governance that is: 
• distributed: no single point(-of-failure) of the federation manages & stores the governance data 
• democratic: all federation members have the same authority and duties  

This ensures that any governance action, e.g. the enforcement of access control policies, is 
carried out with the consensus of all the federation members.
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FaaS: Federation-as-a-Service 



FaaS offers well-defined high-level operating phases supporting  
cloud administrators to 
• federate cloud systems 
• publish service on the platform 
• leave the federation 

and cloud end-users to  
• request federated services 
• use requested services
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FaaS at work
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implementing FaaS: the SUNFISH platform 

The SUNFISH project delivers a software platform 
designed to implement FaaS. 
It features well-structured components whose 
interactions enable and support all the FaaS 
functionalities.  

These include 
• data security 
• anonymisation 
• dynamic data masking 
• secure multiparty computation 
• runtime monitoring
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exploiting FaaS: the SUNFISH use cases 
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all the residential data are classified as confidential and their treatment can be made only within the 
MIN. When MEF makes the calculation of the payslips, in order to make a workaround going be-
yond this limitation, it takes into account as monthly rate an approximate value for the residence 
using as reference the main site of the local offices (for example in case of the towns near Rome 
this field is set to Rome) and leaving the final balance to the Individual Income tax return. Addi-
tionally, the payments towards the PALs are carried out using the same approach. This restriction 
produces a misalignment in the calculation of the payslips that requires additional effort to produce 
the final tax balance for employees and for MEF towards the PALs. 
The FaaS solution, by directly connecting to the application in the MIN, can allow to overpass this 
problem by applying the correct deduction immediately, hence completing the calculation of the 
payslips with their correct value and payments towards the PALs.  
By using FaaS, and following the process described below, privacy and accurate application will be 
guaranteed making the payroll system more efficient and improving QoS. Figure 3 shows the MEF 
Payroll application used for the SUNFISH Use Case. The FaaS Federation is indeed formed by all the 
parts in the figure, where the two tenants are the physical resources of MEF and MIN federated to 
create the FaaS federation. We comment in more details the considered application in the following.  

1) in the first phase of “salary elaboration”, the payslip computation starts in the MIN Tenant, 
providing both a software for calculation of IRPEF deductions and all the data that are nec-
essary (taxable income and Municipals and Regions known by the system); 

2) the software will assimilate the classified data contained in the MIN Tenant database within 
the MIN premises; 

3) the software will calculate the deductions, using the correct information without any data 
flow outside the MIN premises; 

4) the software will transmit to MEF the information related to the correct deductions and at 
the same time will maintain privacy about the classified data of residence of workers. It will 
also provide aggregate data per Municipals/Regions in order to make correctly the payments 
towards the employees and PALs by means of the MEF Payroll Application. 

 
 
In order to deploy the SUNFISH platform, the MEF Payroll application will be divided in two sub-
applications. The first one, the core, will run on the Tenant at MEF and the second one, the slave, 
will run on the MIN Tenant. On the MEF side will run the core part of Payroll Application. A specific 
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• non-economic public bodies and local authorities, for which the data on salary skills are pro-
cessed and transmitted to each body together with the payslip for the bank. 

To ensure the privacy and confidentiality of the information contained in the data published on the 
NoiPA portal, the processing task runs on a selected data set pulled out from the user database in 
order to generate a special subset with a level of detail not allowing the identification of the sub-
jects. This process on the sensible data is addressed to avoid the capability of inference on public 
data, hence for reducing the possibility to recover hidden information. The sets of potential publish-
able data are carefully selected to avoid any statistical inference problem so that the Open Data 
publication capability by MEF is fully restricted only to a small group of datasets. For example, union 
activities or sick leaves are outside of the statistical processes.  
To include in the publishable sets more data, there are some additional requirements which must 
be taken in account: 

• multiple records may refer to the same person; 

• referential integrity must be kept so the relationships between records belonging to the 
same person must be taken in account also in processing of the anonymised data set; 

• an additional noise must be added to the sensible attributes.  

The respect of these requirements in case of Open Data is challenging when the dataset has many 
millions of records. The application of the first one requires an improvement of the standard k-
anonymity algorithm when in the current standard each record refers only to a single person and 
instead, in case on MEF, there are multiple records belonging to the same person that have to be 
handled. In addition, the databases of MEF contains many records with problems of homonymy that 
have to be managed by making anonymization on multiple/linked tables.   

The last one requires the addition of a sufficient level of noise jointly with k-anonymity in order to 
make also sensible data publishable with enough guarantees of privacy but without loss of mean-
ing.  

The following figure shows the new service scenario by application of the SUNFISH anonymization 
in addition to the current one.  

 
Figure 5 – New workflow for the publication of Open Data 

 
This anonymization use case will benefit from the FaaS federation in a twofold way. On the one 
hand, the anonymization service can be offered by any of the member of the federation and not di-
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Key requirement is that the deployment of the platform on the clouds must be completely 
distributed, to avoid centralisation or control of one cloud over another, ensure a full 
democratic federation, but at the same time provide data security and integrity.  
Main issues to deal with are: 
• coherent storage and update of federation state 
• monitoring of distributed components 
• ensuring integrity of governance data  
      (e.g., SLA and Access Control policies) 
• distributed support for data masking  

SUNFISH fosters a principled first-time exploitation of blockchain technology: 
It explores blockchains as low-level infrastructures underpinning large-scale 
infrastructures with trustless data integrity and availability guarantees 
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distributing the SUNFISH platform on clouds



From Blockchain to a Blockchain-based Registry
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The blockchain is a distributed public record of transactions 
potentially available to everyone to write, view and verify, 
but crucially! not modify (aka “data integrity”) 

It is a chain of blocks, where each block: 
 consists of a header, hash of the previous block and some 
transactions, and is generated at pre-defined intervals 

Once a block is part of the chain its transactions become 
   (practically) irreversible and immutable 

Particularly useful when trust is required but difficult to 
  establish; indeed, a blockchain is a mechanism to 
  convert computation cycles (energy) to trust
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blockchain
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obtain by hashing, which is not magic (but almost…)



An smart-contract is a computer program stored and executed on a blockchain  

Once a smart-contract receives input/command via transactions, it processes the 
input according to its logic, its own data and the global state of the chain.
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blockchain smart-contract

Smart

contract



Regulated interactions with blockchain 
permit improving the assurance on 
each platform component 
(e.g., the access control system relies on no 
tampered policies) 

Distributed ledger for a cloud federation 

Non-repudiable manner of carrying out 
federation governance (i.e. via smart 
contracts) 
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Blockchain-based cloud federations 

A blockchain-based registry as a  reliable, distributed mean to support  multiple 
deployment of the SUNFISH platform 



Federation contract   
avoiding the use of a “trusted third-party” to store the federation agreement contract 

Federated services   
saving the current state of the federation 

Access Control and SLA policies  
storing the policies of the member clouds 

Federation Monitoring  
storing the logs of the Access Control system 

Data Masking  
supporting storage and retrieval of tokenisation table 

Data Anonymisation 
storing an history-record of released anonymised data
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blockchain-based functionalities



Beyond FaaS
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The advent of IoT is changing modern computing systems paving always new challenges.  
Nowadays, IoT devices can sense any information, from temperature to electricity consumption, 
and be involved in any system and process, from smart-house to industrial supply chains.  

Current computing systems for IoT suffer, e.g., from 
• reliable means to check provenance of sensed data 
• integrity-preserving data storage 
• interoperable communication infrastructure 
• interconnection with cloud systems  
    to do data computation 
• trusted data facilities to share data among devices 
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IoT: a new era for computing systems

§ Vision of CoT:
§ Sensing-as-a-service
§ Leveraging cloud capabilities to store and analyse huge volume of IoT data
§ Exposing a set of APIs abstracting heterogeneous IoT devices
§ Building intelligent applications exploiting the APIs



Our vision: a smart contract-based blockchain as 

• reliable communication mean 
• data integrity guarantor 
• data provenance evidence 
• interconnection with  
   federated cloud systems 
• infrastructure for data  
   sharing among devices
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exploiting blockchain and cloud federations for IoT

EthereumBlockchain



On the basis of the achievement of the SUNFISH platform, yet many more 
difficulties to face….. e.g.  

• IoT devices may not be able to interact directly to a blockchain: innovative 
communication mechanisms will be needed 

• the amount of produced data may be too large to be computed on a Cloud: 
an approach à la “edge computing” may need to be used 
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the pathway to new IoT systems


